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Mr. Wtlliam F. Caton
Secretary
Federal Communications Commission
1919 M Street, NW, Room 222
Washington, DC 20554

Re: Ex Parte Presentation
CC Docket No. 92-115

Dear Mr. Caton:

Building The
WIreless Future,.

CTIA
Cellular
Telecommunications
Industry Association
1250 Connecticut
Avenue, N.w.
Suite 200
Washington, D.C. 20036
202-785-0081 Telephone
202-785-0721 Fax

On Monday, May 1, 1995, the Cellular Telecommunications Industry Association
("CTIA") represented by Mr. Michael Altschul, Vice President and General Counsel; Mr.
Randall Coleman, Vice President, Regulatory Policy and Law; and Ms. Andrea Williams,
Staff Counsel, met with the following Wireless Telecommunications Bureau's staff
members to discuss ESN security and the cloning of cellular telephones:

Ms. Rosalind Allen, Chief, Commercial Wireless Division
Mr. Edward Jacobs, Deputy Chief, Commercial Wireless Division
Mr. Jay Jackson, Technical Advisor, Commercial Wireless Division
Mr. Steve Markendortf, Chief, Broadband Commercial Radio Branch,

Commercial Wireless Division

At the meeting, CTIA presented the attached documents. Pursuant to Section
1.1206 of the Commission's Rules, an original and one copy of this letter and the
attachments are being filed with your office. If you have any questions concerning this
submission, please contact the undersigned.

Andrea D. Williams
StaffCounsel
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No. of Copies rec'd
UstA BCD E

D.J-(



CTIA Building The Wireless Future_
M

Combating Wireless Fraud: Maintaining the Integrity
of Factory-Set Electronic Serial Numbers

Ex Parte Presentation
CC Docket No. 92-115

May 1, 1995



THE "EMULATION" OF ELECTRONIC SERIAL
NUMBERS = CLONING

• The Electronic Serial Number (ESN) is a unique number assigned to
a cellular phone by the manufacturer. Section 22.919 of the FCC's
rules requires the ESN to be fixed and unchangeable, thus
establishing a unique fingerprint for each phone. The cellular
industry relies on ESNIMIN (Mobile Identification Number) pairs to
validate its legitimate customers.

• Cloning refers to a method by which the original, factory-set ESN of a
cellular phone has been altered, transferred, removed, or modified
then reprogrammed into another cellular phone.

• Cloning fraud, the most prevalent type of cellular fraud, requires the
ability to obtain valid ESNIMIN pairs, erasing the existing ESN from
a cellular telephone and replacing it with a copied or cloned ESN.
Once stolen ESNIMIN pairs are entered into cellular phones, the
cloned telephone is able to gain unlawful access to cellular service.

• Cloned telephones are used not only to obtain free cellular service,
but also to conduct criminal activity such as narcotic and drug
trafficking.

• The type of ESN alteration/modification used and advocated by C
Two Plus Technology and its affiliates cannot be distinguished from
any other cloning of cellular telephones.
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THE FCC'S POLICY AND RULES GOVERNING
THE ALTERATION OF THE ESN

Since 1991, the Commission has clearly stated its policy and rules
governing the alteration or modification of the original, factory-set ESNs
in cellular telephones.

"Phones with altered ESNs do not comply with the
Commission's rules and any individual or company
operating such phones or performing such alterations is in
violation of...the Commission's rules." FCC Public Notice,
Report No. CL-92-3, October 2, 1991.

"It is a violation of ...the Commission's Rules for an
individual or company to alter or copy the ESN of a cellular
telephone so that the telephone emulates the ESN of any
other cellular telephone. Moreover, it is a violation of the
Commission's Rules to operate a cellular telephone that
contains an altered or copied ESN." Letter ofClarification
from Mr. John Cimko, Chief, FCC's Mobile Services
Division, to Mr. Michael Altschul, dated January 15, 1993,
concerning modification ofESNs by the NAM Emulation
Programming Device manufactured and distributed by C Two
Plus Technology.

"Alteration of an ESN can interfere with a cellular carrier's
effort to bill and collect for the use of its facilities. There is
evidence suggesting that mobile phones with modified or
cloned ESNs are used in a majority of cases involving
cellular fraud....phones with altered ESNs do not comply
with the Commission's rules...." Letter ofClarification/rom
Mr. John Cimko, Chief, FCC's Mobile Services Division, to
the Honorable Jim Sasser, U. S. Senator, dated June 21,
1994, concerning a constituent's desire to have the same
telephone number/or each ofhis cellular telephones.
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"Any individual or company that knowingly alters cellular
telephones to cause them to transmit an ESN other than the
one originally installed by the manufacturer is aiding in the
violation of..• (the Commission's) rules. Thus, we advise all
cellular licensees and subscribers that the use of the C2+
altered cellular telephones constitutes a violation of the Act
and our rules." Part 22 Report and Order, 9 FCC Red 6513
(1994).
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A FEDERAL COURT HAS ENFORCED THE FCC'S NEW
ESN SECURITY RULE

In Houston, Texas, the U.S. District Court has issued a permanent
injunction against a C Two Plus affiliate. In its decision, the Court
determined that emulation of the electronic serial numbers of cellular
telephones by the defendant, an affiliate of C Two Plus Technology,
violates the Part 22 Report and Order. See Houston Cellular Telephone
Company v. John C. Nelson, et. ai, Civil Action H-95-617, (S.D. Tex
March 17, 1995).

While the FCC and the Court have clearly stated that emulation of
ESNs violates the FCC's rules, a recent press release of a C Two Plus
affiliate continues to ignore the ESN security rule by stating that the
FCC's Part 22 Report and Order is an advisory opinion and "is not
legally binding." See Business Wire, Dow Jones and Company,
Charlotte, North Carolina (April 6, 1995).
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THE CELLULAR LICENSEE'S RESPONSIBILITY FOR
ADDITIONAL MOBILE UNITS

• Part 68 of the Commission's rules sets forth the customer-carrier
relationship for the connection of additional phones to wired service.
Under Part 68, it is the customer, not the wireline carrier, that
assumes responsibility for the connection of additional phones on the
customer's premises.

• The FCC, however, has prescribed a very different customer-carrier
relationship for cellular service. The FCC holds the cellular licensee,
not the customer, responsible for effective operational control over all
mobile stations, Le., cellular mobile units, that communicate with the
cellular licensee's base station. See 47 CFR Section 22.912.

• With cloned phones, it is impossible for the cellular licensee to comply
with this Rule.

• The licensee does not control the alteration or
manipulation of the ESN.

• The licensee cannot track or bill the cloned phone.
• Cloned phones which are not controlled or authorized by

the carriers do not fall within the carrier's blanket
license. Therefore, such phones are unauthorized
transmitters and violates Section 301 of the
Communications Act.

• Because the licensee does not control the cloned phone,
the licensee also cannot ensure that the operation of a
cloned phone does not interfere with legitimate
customers' access to cellular service.

• Carriers are increasingly deploying anti-fraud features such as radio
fingerprinting and velocity checking to combat cellular fraud. With
the deployment of such features, a cloned phone can be detected and
removed from the system before the user accesses the system. Thus,
cloned phones customers will be denied access or removed from the
system, regardless of their intended use of the phone.
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RESPONDING TO CUSTOMER DEMAND WHILE
PROTECTING AGAINST CELLULAR FRAUD

• In response to consumers' desire to have two phones with the same
phone number, cellular carriers have begun deploying switch-based
technology which will "look for" or page several phones with the same
MIN.

• Unlike cloned phones, each phone has a distinct, factory-set ESN.

• Unlike cloned phones, the switch-based technology allows cellular
systems to authenticate or validate legitimate mobile units.
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PETITIONERS SEEK RECONSIDERATION OF
SECTION 22.919

• In the Part 22 Report and Order, the FCC stated that Section 22.915,
which governs cellular specification compatibility, has been retained
and renumbered Section 22.933. See Part 22 Report and Order, 9
FCC Red at 6526, n. 108 (1994).

• While C Two Plus Technology refers to Section 22.915 in its reply to
TIAICTIA Joint Reply to Petitions for Reconsideration, it does so in the
context of cellular specification compatibility, not ESN security.

• Section 22.919 which governs ESN security, not the cellular
specification compatibility under the former Section 22.915, is at issue
on reconsideration of the Part 22 Report and Order.
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CONCLUSION

• The FCC and a Federal Court have clearly stated that the
"emulation" of ESNs violates the FCC's Rule governing ESN
security.

• The type of alteration or modification of ESNs advocated and used by
C Two Plus Technology to provide "extension" service is pure and
simple cloning.

• To allow such cloning would not only violate the FCC's rules but also
undermine the FCC's policy and recent enforcement efforts to
combat cellular fraud.
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APPENDIX A

1. Business Wire, Dow Jones and Company, Charlotte, North Carolina
(April 6, 1995).

2. Houston Cellular Telephone Company v. John C Nelson, et aL, Civil
Action H-95-617, (S.D. Tex. March 17, 1995).

3. Plaintiffs Original Complaint and Requestfor Temporary Restraining
Order, Preliminary Injunction and Permanent Injunction, Houston
Cellular Telephone Company v. John C Nelson, et aL, Civil Action H
95-617, (S.D. Tex. filed March 1, 1995).

4. In the Matter ofRevision ofPart 22 ofthe Commission's Rules
Governing the Public Mobile Services, CC Docket No. 92-115, Report
and Order, 9 FCC Rcd 6513, 6525-6526 (1994).

5. Letter ofClarification from Mr. John Cimko, Chief, FCC's Mobile
Services Division, to the Honorable Jim Sasser, U. S. Senator, dated
June 21, 1994, concerning a constituent's desire to have the same
telephone number for each of his cellular telephones.

6. Letter ofClarification from Mr. John Cimko, Chief, FCC's Mobile
Services Division, to Mr. Michael Altschul, dated January 15, 1993,
concerning modification of ESNs by the NAM Emulation
Programming Device manufactured and distributed by C Two Plus
Technology.

7. Letter from Mr. Michael Altschul, Vice President and General Counsel
for CTIA, to Ms. Renee Licht, FCC's Acting General Counsel, dated
November 4, 1992, requesting FCC's written concurrence that
cellular phones containing ESNs modified by the NEPD do not
conform to Part 22 Rules.

8. FCC Public Notice, Report No. CL-92-3, October 2, 1991.
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CHARLOTTE, N.C.-(BUSrNESS WrRE}-April 6, 1995-The latest innovation in
the
telecommunications industry has come to the Carolinas, bringing convenience
for
those who use it and controversy for the government.

The innovation is a ocelluraro extension. It enables you to have two or
more'
ocellularo phones on one line. Offered by Affordable oCellularo Extensions
of
Charlotte, an extension costs a one-time fee of $199. In comparison, phone
companies charge $20 to $35 per month for a separete phone line.

The extension duplicates a telephone'S electronic serial number. The
results:
you can hook more than one phone to a single telephone number. Only one
phone
may be used et a time, however.

The service appeals to salespeople, doctors, lawyers, and other
professionals.
They buy it to stey in touch with the office while in Or out of the car and

remain accessible to clients and staff. Extensions give family members a way
to
contact each other easily and provide a sense of security et night •• ownef3
always have access to a phone.

What's the controversy? Phone companies, of course, wish this service
would
disappear. The government has some questions, too, claiming the service
might
encourage fraud.

In September, the Federal Communications Commission issued an advisory
opinion
saying the use of altered ocellularo telephones violates the Communications
Act of
1994. Though the FCC·s opinion is not legally binding, the commission is
co"'dering new regulations that might change how ocellularo phones are
produced.

The oceJlularo phone market is growing 40% annually in the U.S~, according
to
industry research. Some analysts Mtimate •• many a$ one-third of oeellularo
owners are interested in extension capabiltttes.

For more information on ocellularo exten.ions, call Gary Raflo t owner of
Affordable oCeliularo Extensions, at 704/358-1926.

CONTACT: Andrea Cooper Communications, Charlotte
Andre. Cooper, 704/343-2543

11 :36 ET APR 06, 1995
News Source: Business Wire
Industry: I/CTS IrrlS
Subject: NIBW N/PDT
M.rket Sector: MIUTI
Geographic Region: R/NC R/NME R/US R/USS
M....ge 0469 from PR

OJlPrssR: Copyright 1996 Dow Jones and Company Inc.
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1tnitf~ .tallS lilltrlct Qj,uurt
&out1J,trn ItBtrld at tlu.s

)(oultdn Ihtflfaa
IMITeO STAres OISH~ICl COURT
SOUTliERN DISTRICT OF TEXAS

ENTEf;FO

MAR 1 71995
HOUSTON CELLtlLAR
TFJ..£PHONE COMPANY.

Plaintiff,

ver$llS

JOHN C. NELsON. Doing Business as Both
CeU Time Cellular and Action Cellular and
DANNY HART. Doi:ng Busmess u
Action Cellular and
ACTION CELLULAR. EXTENSION, £nc.,

Defendant5-

§
§ MictlaeJ N. ,...~, ~I\

§
§
§
§ CMLAcnON H·9S-617
§
§
§
§
§
§
§
§

PERMANENT INJUNCTION

Based on the stipulations and evidence, the court makes lhese finctings:

l. John C. Nelson. Jr., wbo has done business as CeU Time CeUular and who is a
representa1ive of Action Cellular Extensions, Inc.. hi! engaged in the emulation of
the electronic serial numbers ofceUular telephones since August 9. 1994.

2. Danid K. Hart. u a representative of Action Cellular Extensions, Inc,) has enaapd
in the emulation ofthe electronic serial nuni>ers ofcellular telephones since December
IS, 1994.

l Action Cellular Extensions, Inc., has engaged in the emulation of the elecuonk: seria!
numbers ofcellular telephones since December 15. 1994.

4. On May 4, 1981, after noliee in the Federal Resister. the Federal CoIJ'lJ'J1lmic:ation.
Commilsion issued the Inquiry into the Use ofthe Bands 82S-14S MHz and 870-890
MHz for Cellular Communications Sylt~ and Amendment to Panl 2 ancl22 of the
Commission's Rules Relative to Cellular Communication. Systems. (86 F.C.C. 2d
469 (198 I). It adopted the technical specifications for cellular telephones that each
telephone have a unique electronic aerial number. nus order was published in the



Federal R.eaisteronMay 21,1981 (46 Fed. Reg. 27655) with corrections on June 16,
1981 (46 Fed. Reg. 314J7).

S. On September 9, 1994, after notice in the Federal Register, the FCC iuued the
ReMson ofPart. 22 of the Commission Rules Governing the Public Mobile Services
(9 FCC Red 6513 (1994). This FCC order was published in the Fedmll Reai,ter on
November 17,1994 (.59 Fed. Rea. 59502).

6. Houston CeUular has suffered irreparabl~ damage IS I consequen~ ofdefendanu'
emulation ofthe electronic serial numbers of eellutar telephones for which it is the
carrier. The defendantJ' ~ons have deprived Houston Cellular ofmonthly accesl
charges and other per unit charges it$ customen would owe for additional
connections.

1 Although tho d!!mage is desaibable, Houston Cellular cannot reliably quantify it,
makinJ the legal remedy inadequate.

8. The acts ofthe defendants are analogous to their havina installed unauthorized access
to a cable television network. This piracy injures tbe utility and its Jeaitimate
customers.

9. No unrepresented third-party nor any diffillO public interest is adversely affected by
the restrictions this injunction impo5e$ on Nelson and Hart.

B. Conclusions

1. The FCC orders were reauIarly made, published in the Federal Register, and served
on defendants by publication. S U.S.C. § SS2(a){1). See abo, Fed C1'OP Ins. \I.

Merrill. 332 U.S. 380,384.85 (1941).

2. These orders adopted by the FCC eonstitute orders within the meaning of § 401(b)
(47 U.S.C. § 401(b) oCtile Communication Act o£1934.

3. EmuJadol1 ofthe eJeetronic serial numbers ofcellu.lar telephones by Nelson, Hart, and
Action Cellular EX'tensionsw Inc., violates the two FCC orden.

4. Section 40 I(b) of the Communication Act or 1934 expressly authorizes injunctive
relief for a party injured by disobedience of an FCC order. Th, prerequisite of
in'eparable injury need not be established where such injunctiv. relief' is e~rel.ly

authorized by statute. United StattJ v. Htryl1Int'/ Corp., 41S F.2d 1038, 1045 (5th
Cit. 1969); Gresham .... WindnlSh PartM,s, 730 F.ld 1417, 1423 (1 hh Cir. 1984).
Although Houston CellulAr nec!d only demonstrate that it hu been injured to satisfy
this standard, havins found that it was in ClOt irreparably injured by defendants' acts
and in an amount not susceptible to calculation, the coun conclude. that injunctive
re1iefis available It common law.
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C. Injunction.

Based on these findings and conclusions, lohn C. Nelson, Jr., Danie.! K. Hart, a.'1d Action
Ce1Jular Extensions, Inc.• are enjoined permanently from emulatirla electronic serial numbers
of ceUular tel.phones for which Houston C,Uular is the carner.

This restriction binds them and aU those who may knowingty act in concert with them.
includil'lB employees, agents, and consumers.

1. Specifioally, the defendants are enjoined from altering, traDsf'errinJ, emulating or
manipu1atina electronic serial numbers of cellular telephones for which Howton
Cellular is the carrier except in strict compliance with the FPC orders.

2. The defendants shall produce immediately to Houston Cellular these documents,
including those seized by the United States Marshal and others in their possession or
within their access:

A. AU lists, files., records, or other infonnation containina r.ames,
addresses, or telephone oombers ofentities for whom they altered,
transferred, emulated, or manipulated the electronic serlal numbers of
cellular telephones from JanullY 1, 1990, to March 15, 1995.

B. All advertisements, brochures, or other documents that advertised
serviccs to the public for altering, tru1!ferrina. emulaJing. or
manipu1atina the electronic serial numbers ofcelJular telephones.

C. Documents in their possession that identify other entities which offer
services to alter, transfer, emulate or rMrUpulate the eleotrorUc serial
numbers of oeU'Jw telephones.

D. Documents evincing a business relation at transaction with
Technology, Inc.

E. A complete copy ofall dAta on any stora.ae medium. includina paper
bued, &xed-disk. and removable-disk data (hard. removable, 110m,
optical. and tape drives and RAM). HouJton Cellular will reimburse
tbe defendant. tbr oopyina costS incurred in producina I hard copy.

3, With the exception ofHouston Cellular subscribers' service orders or contract!, the
defendantl are entitled to rerain the oriJinals of those documents. providin& HOUlton
Cellular with photocopies. The defendarr.s may recain photocopies of the Howlon
Cellular subscn"beu' .etVice orders or contract. only tor the purpo.se of a.sistins in
re-emulation. The ddendants will surrender to Houlton Cellular aU photoCopies It
the completion oftha re-emulation or upon written request oCHouston CeUular.

-3-
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4. This order does not require that the defendants produce C2+ Technol0iY. Inc.,
proprietary information, equipment, or accessories in any form.

S. This is 8. final judgment. The coun retains jurisdiction to enforce the injunction and
the settlement from which it arose.

Signed March 15, 1995, at Houston, Texa5.

.. "-'-
Lynn N. Hughes

United States District Judge
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IN THE UNITED STArts UISTRICT COURT
FOR THI!: SOUTHERN DISTRICT OF TEXAS

HOUSTOl" DIVISION

HOt :STON CELLULAR §
TELEPHONE COMPANY §

§
v. §

§
JOHN C. NELSON, iIldividually and §
d/b/a both CELL TIMF. CRt.LULAR and §
ACTION CELLULAR aDd DANNY §
HART, indlYiduaJly aDd dlhl. hoth §
ACTION CELLULAR and ACTION §
CELLULAR EXTENSION §

e.A. NO.

DEMAND FOR TKlAL BY JURY

PLAINTIFF'S ORIGINAL COMPLALVf AND
REQUEST FOR TEMPORARY RESTRAINING' ORDER.

PRELIMINARY INJUNCTION AND PEBMANEl':r IriJUNCTION

TO THE HONORABLE JUDGE OF SAID COlJRT:

COMES ~OW HOUSTON CElLULAR TELEPHONE r.OMP.A. NY ("Houston

Cellular"), plaintiff herein, seeking 3. temporary rwtr4ining order, preliminary injunction and

penllatl~nt injunctiOft. In support thereof, Houston Cellular ,,,,oold ~tivdy ~.,()W unto the

coull lib follows;

I.
JURISDICTION AND PARTIES

1. This case arises under the constitution. laws or treaties Cif the United States. 28

U.S.c. § 1331. Pursuant to 47 u.S.C. § 401(b), Houston Cellular seeks to prohibit defendants

from Yidating orders (collectively the "ESN Orders'l of the federal Communication Commission-.-------=----
("FCC") now codified in pan at 47 C.F.R 22.919(a).

2. Houston Cellular is a Texas general partnership with its principal place of busmes.c;

at One West Loop South, Suite 300, Houston, Texas nf127.

3. Defendant John C. Kelson is an individual residing in Harris County and doing

business as both Cell Time Cellular. 5202 Sycamore Villas. KIngwood, Texas. 77345 and Action

Cellular at 9100 Southwest Freeway, Suite 150, Houston, Texas. Defendant John C. Nelson.

individually and dning business a::; Cell Time Cellular, may be served with process by serving



John C. Nelson cu 3202 Sycamore Vdlas. Kingwood, Texas, 773-15. Defendant John r NC'''0n.

iodLvidually and doing bWiiJl~)' as A~tiQJl Cellular, may be ~rved at. 9100 Southwest rTf'".t"WIlY

~Ulte l50, Housron, Texas.

4. Defendant Danny Han, i.nJividually Mid doing business ~ both Action Cellular and

Action Cellular Extension, lS an individual whu lcsid.es at 10210 r'Orum West Drive, Hou~l<.)n.

Texas 77(J36. un mfonnalion and belief, D-cll1IlY Hall, doinS business as Action Cel1ul~, has an

office ar9100 Soulhwest rreeway, Suite l~, HOUSlOn, Tt::~, dud may be served at this (\ddret~ot:.

On information and belle!, iJanny Hart, individually and ooiIl~ Uusil1~ as Action Ccllulnr

Extension, may be served at 10210 forum West Drive, Houston, Te~ 77036.

II.
VENUE

S, Venue is proper in thIs district for two reasons. First, a substantial part of the

events aiyin~ rise to Houston Ccllular's chum occurred in this district 28 U.S.C. § 1391(a)(2).

Second. defendants are individuals or rotities with contacts sufficient to deem them residents of

this judicial district 28 U.S.c. § 1391(c).

III.
SUMMARY OF ALLEGATIONS

6. Pursuant to 47 U.S.c. § 401(b) and Rule 65(b) of the t-ooecal Rules or Ci,,!1

Procedure, Houston Cellular seeks a temporary restraining order. preliminary lnJunctlon and,

ultima.r.ely. a pennanent injunction barring defendanrs from 'dolaling the FCC's ESN Orders

Furthermore, pursuant to 28 U.S.C. 2201(a), Houston Cellular seeks an order from the court

declaring the rights and obligations of the parties, specifically stating defendantl!' cannot alter,

transfer, emulate or manipulate the ESN of cellular telephones in violation of the FCC'~ ~

Orders. Punuant to 28 U.S.c. 2202, Houston Cellular seeks recovery of its reasonable and

necessary a..tromcys ' fees incwred by prosecution of this action.
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IV.
FACTlAL BACKGROUND

7 Ho~ton Cellular IS licensed by the FCC as the exclusive provider of cellular

commun.ieatlon~ services on its authorized frequencies in the Houston tv1etropolitan Statistical

Area, which includes Harris, Liberty, Montgomery, Waller, Fort Bend and Brazoria Counties.

8. Defendant') are engaged In the pr~ of altering, manipulating. or emulating the

Electrornc Serial Numbers on ctllular telephones in violation of the FCC's ESN Orders.

9. The FlectrorUc Serial Number ("ESN") is a 32 bit binary number that uniquely

identifies a cellular mobile transmilter to a cellular system. It is separate and distinct from the

phone's lQ-digit telephone number. One purpose of the ESN in a cellular telephone is similar to

the Vehicle Identification Number in an automobile. Specitically. it uniquely identifies the

equipment tD assist in r~overy. il it is stolen. More importantly. The ESN is designed to identify

an authorized subscriber and enable cellular licensees, like Houston Cellular, 1.0 authorize system

llSaJZe and to properly bill for calls made to and rrom a cellular telephone.

10. The alteration of a cellular telephone's ESN allows a person to simulate the signal

of a different cellular telepoone. This process, called emulation, allows one cellular phone to

emulate. or imitate, another cellular phone. Thi~ allows a person to malcc a calion one cellular

Ielephone while actually charging the call to an<Xher. Alteration of an ESN facilitates fraudulenr

and unauthonzed ceUular calls. An unauthorized wcr of a cellular phone that has an altered FS~

can make numerous local and lon~ distanre caU~ and have the charges billed to a totally

'Jn~J,pccting cellular customer. AlternativelY. ESN alterarion enables one cellular phone to

emlll~Tp. another cellular phone beyond the detection abilities of cellular lirensees. This enables a

customer TO 1I~ more than one telephone tor the same telephone number, thereh)-- aVoiding monthly

access charg~ chMet'ld hy Houston Cellular and other cellular l~nsees. By altering an ESN. a

cw.toII1er caD fraudulenTly avoid paying the UlOOthly access char~e for multiple cellular phones.

resulting in a significant los'i of rp.v~nu~ Lo Houston Cellular.
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11. Furthermore, HOl1ston Ct"l\1l1ar ha.~ recently offered a speciallon~ distance pro~

whereby, for a monthly fee, Houston Cellular '"'-ill ~lI()w frcc air time on all [on~ d!stance calls in

[he Sto.te of Texas. Use of tlus lon8 distance program wul ::lllow a. cus(omer to call long distance

from his o;:llulnr telephone and pay only the rate dwged by the ('j1~TOmer's pre-selected long

dJ3tanee carricr. Howton Cellular will not charge for air time on cuch ("",t1~. Altcrntirn of an ESN

allow! a customer to have multiple cellular phone6 coveTl'd by a single monthly fH'! plymcnt for the

long distan~ program, resulting in n subst:u1[jalloss of Rvellue to Houstoct ('ellll~r

12. As more fully described in the offidavit of Robert Edwards, anac~ (ll')(i

incorpordloo ~ E"hibit "A," defendants John C. Nelson, individually and doing buWies5 as Cell

Time cellular anu ~ Action Cellulae, have been engaged in the unauthorized pr...ct.ice of altering,

tr.msferring, cmulatin~ VI lU;;t.l1!PuJatill8 the GSN of cellulae telephones to emulate other pbooes

subscribed (Q Houston Cellular. S~ifically, on or about September 29, 1994, for :l $225.00 fee,

John Nelson altered an ESN on a cellula! phune provided to him to emulate 0 Houston Cellular

subscribed phone. In December of 1994, Rubert &lW4IW> letW11ed to John Nelson and roccivcd a

quote 01 $2.5U.00 for the alteration of an additional cellular lelt:phuut:.

13. furthermore. as more fully described in the afliwvil of RUbelt Edwards, auaehed and

incorporated herem as r..Uubit "A," defendantS Danny Hart, individu<£lly and doing business as

Action Cell War and ActlOD cetJular Extension are also engaged in the unaul.1J)l'i7.A:1 practice of

altering, transferring, emulatIng or manipulating the ESN of cellUlar telephonetio S~ifiI.a1Jy, on

or about Felx'uary 8, 1995, Houston Cellular feceLved an ad on Adverfa:(. The ad speLifiuilly

advertises~o cellular phones, one cellular number." bntitles not licensed by the FCC to provide

cellular selVice cannot provide this service set forth in the advert1sement. Houston ceUular bas DOL

authorized any penon ex- entit) [0 alter or emulate ESNs for cellular poones subsaibed to its

service. ~ Aftidavit of Mke Hanafin. The Affidavit of Robert Ed\\'afds de5cnbes a conversation

with Danny Han wherein he admitted thai for $~.OO he would alter the hSN of a cellUlar phone

to emulate a Houston Cellular subscriber's phone.
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v.
FCC REGULATIQNS

14. On May 4. 1981. the FCC relea~ an Order ~ntitled "An !nqulI"Y Into the Use of

the Bands 825-&45 MHz and 87Q..89O MHz for Cellular Conununications Systems; and

Amendment of Parts :2 and 22 of the Commissioo's Rules Relative to Cellular Communica1Jons

Systems," 86 FC.C.2d 469 (1981) in which it, among other things, adopted technical

specifications for the use of cellular telephones, lOcluding a requirement r:hat each phone have a

unique ESN. See 86 F.e.c.2d at 508 & n.78. 573, and 593. This FCC Order (the "First ESN

Order") was published in the Federal Register on May 21, 1981 (46 Fed. Reg. 27655) with

corrections on June 16. 1981 (46 fed. Reg. 31417.) A copy of this FIrst ESN Order is auached. as

Exhibit "B." On September 9, 1994, the FCC released an Order entitled "RevisIon of Part 22 of

the Comm.is~ion Rules Governin~ the Public Mobile Services. n This FCC Order (the "Second

ESN Order") was published m the Federal Register on No...·ember l7, 1994 (59 Fed. Reg. 59502).

(fhe First ESN Order and Second ESN Order are collectively referred to herein as the £S!'\

Orders.) A copy of the Second ESN Order is attached as Exhibit "c."

15. in respOnse to an FCC Notice of Propotied Rule M.a.k:i.ng, released June 12, 1992, 7

F.C.C. Red. 3658. and published in the ~eral Regisler July 1, 1992 (57 Fed. Reg. 29260),

C2+ Technology. a company that altered ESN~, requested Lhe FCC to amend the Commission's

rule« and allow comparues Lo marKet ancillary cellular equipment that emulates ESNs for the

rl\~ of allowing more than one cellular telephone to have the same telephone number. ~

p..'U'agraph fO of Exhibi[ "c."

16. Th.- FCC specifically rejected the proposed amendment of the emulator. The

Commission wrCltt-·

Furtbtr, Wt>: <'.Onc1udf thai: the practice of alterin~ cellulae phones to
"emulate" ESNs \\'itbout receiving the permission of the relevant ceBuiar
licellSN should nOf ~ allowed because (1) simultaneous use of cellular
telephones fraudulently emitting the same ESN without the licensee's
permission oould ~n~ problems in some cellular systems such ac;
erroneous tIaclcin~ or biJling~ (2) fraudulent use of such phones without me
liccnsee's pennission rouM deprive cellular carriers of monthly per
Telephone revenues to which they arc entided~ and (3) such altered phOl1~
0(')( authorUed by th~ camet, woulO therefore not fall within the licensee's
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blantel license, nnd thw; would be urJiceonscD rrnnsmitters in vlOlatlOn of
Section 301 of the Acr.

See paragraph to of ExhIbJl .•C. "

1i. The Commission fw1hcr concluded:

Nevertheless, \\ith regard to existing equipment. we conclude that cellular
telephone. with altc~ ESN:s do not oomply \\-llb the c.e-lllllM ~~em

compatibility specification' and thus may not be considered authorized
equipment under the ori~inaJ type ~ptancc. Accordingly, It consumer's
knowing use of such altered equipment would violate our rules. We further
believe That any jnc1ivi!Jyal VI rot11paAy that k.nQwinlly alters seUular
L;lephooes ro eat1$e them to transmit an ESN other than the one oriiinaUy
installed by the manufacturer is ai~u~ ill the violation of our roll'. 1llys.
we advise all cellular licensees and sub5ctjbers tlwt the use of the C2f
~red cellular telepholle!S constitutes a violatiolJ of the Act and our ru,~

See paragraph 62. 2 (rnlphasis added).

In conclusion, in its Second ESN OrdeL. the FCC dearly stated (1) usc of allerw cellular

telephones constitutes a violation of both the Communications Act of 1934, a<l amended., am.! the

First ESN Orger as codified in Commission rules, and (2) any cornfWlY that k'110Wingly aJ~I:;'

cellular telephones is "aiding in the violation of our [FCC] rules."

VI.
REQUEST FOB I1MPOB·\Rl RESTRAINING ORDiR

]8. Pursuant to 47 u.S.c. § 401(b) and Rule 65(b) of t!le Federal Rules at Civil

Procedure. Houston Cellular seeks a temporary restraining order from the coun ac;king the court

(1) to enjoin defendants from altering, transferring. emulatin8 or manipulating the ESN!!i of cellular

telephones and (2) that all records. computer disks, and other information coPCMling altered

telephones be preserved in their current state. As shown by the affidavits and evidence attached

1~ previous 47 CFR § 12.Y15, which became new 47 CFR § 22.933, adopted in the
Second tsN Urd$C.

ZThe $.ecccd ESN Order also revised § 22.919(c), effective January 1. 1995, to reqUire all
manufacturen of cellulal te!ephoncs to ~sn their ~lephone6 such that Any ::Ittcmpt to remove.
tamper with. or change the ESN chip, will render the mobtte transmitter inopel1!tivc. Thus. in new
telepbofleS. Hou.~lOn Cellular aua other cellular Hocasees c:hould not ~ p1asut"d witJol companies
\hat alter ESNs In violaLion of the taw. Any attempt. to alter the ESN will render the cellular
telephone inoperable.


